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“Schrems II” and international data transfer 
Oliver Süme
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Legal bases for international data transfer under GDPR
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Schrems II: What the European Court of Justice (ECJ) says

• ECJ invalidated the adequacy decision with respect to the EU-US Privacy Shield and basically 
affirmed the validity of the standard contractual clauses (SCC) for data transfers. However, 
supplementary measures might be required.

• ECJ pointed out that the US does not provide data protection standards that are essentially 
equivalent to those required under EU law because they are not limited to data collection or 
use that is strictly necessary.  In particular, personal data processing activities carried out 
under both section 702 of the Foreign Intelligence Surveillance Act (FISA) and Executive 
Order (E.O.) 12333, which govern certain state surveillance measures by US authorities, 
have not been regarded as proportionate by the court.
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Schrems II: What the ECJ says

“Since by their inherently contractual nature standard data protection clauses cannot bind the 
public authorities of third countries, (…) it may prove necessary to supplement the guarantees 
contained in those standard data protection clauses. (..)

It follows that the standard data protection clauses adopted by the Commission (…) are solely 
intended to provide contractual guarantees that apply uniformly in all third countries to 
controllers and processors established in the European Union and, consequently, independently 
of the level of protection guaranteed in each third country. In so far as those standard data 
protection clauses cannot (…) provide guarantees beyond a contractual obligation to ensure 
compliance with the level of protection required under EU law, they may require (…) the 
adoption of supplementary measures by the controller in order to ensure compliance with that 
level of protection.”
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Schrems II: Recommendations from European Data Protection 
Board (EDBP) 

Recommendations published in 
November 2020 and provide
exporters with a series of steps to 
follow, potential sources of 
information, and some examples of
supplementary measures that could 
be put in place.

EDPB provides a roadmap of the 
steps to take in order to find out if a 
company as a data exporter needs to
put in place supplementary measures 
to be able to legally transfer data 
outside the EEA.
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Transfer Impact Assessment (TIA) according to EDPB recommendations

Step 1: Know your transfers.

Step 2: Identify the transfer tools you are relying on.

Step 3: Assess whether the Article 46 GDPR transfer tool you are relying on is
effective in light of all circumstances of the transfer.

Step 4: Adopt supplementary measures.

Step 5: Procedural steps if you have identified effective supplementary measures.

Step 6: Re-evaluate at appropriate intervals
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EU Data Protection and GDPR update

Schrems II: Enforcement by Data Protection Authorities
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Coordinated approach of currently seven German DPAs

As part of a cross-border control, German DPAs 
announced to investigate in data transfers by 
companies  in countries outside the EEA (third 
countries). The goal is the broad enforcement of 
Schrems II decision. Investigations announced for:

Ø Use of Mailhosting providers
Ø Use of website hosting providers
Ø Use of webtracking technologies
Ø Use of job applicant service providers
Ø Intra-group data transfer in context of client

and employment data
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How to get prepared

What do the DPA‘s ask and want to see?

9



Belgium  |  China  |  France  |  Germany  |  Ireland  |  Italy  |  Luxembourg  |  Netherlands  |  Spain  |  UK  |  US (Silicon Valley)  |  fieldfisher.com |

Schrems II and the Standard Contractual Clauses

The new set of SCC’s by the European Commission
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New draft Standard Contractual Clauses presented in November

• Current set of SCC’s has been adopted under GDPR’s predecessor legislation
• New draft SCCs and EDPB recommendations take opposing views on the issue of whether 

previous requests from public authorities for access to data are a relevant consideration 
when assessing risk.  

-> SCCs suggest that the existence or absence of previous requests is a relevant factor. 
-> EDPB's recommendations suggest that the likelihood of public authorities 

requesting access to the data is not a relevant factor. 

• Regulatory guidance cannot trump legislation!
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New draft Standard Contractual Clauses – what changes?

• New draft SCCs adopt a modular approach enabling data exporters and importers to select 
the clauses that are relevant to the types of transfers they engage in. A tool covers all major 
data transfer scenarios: Controller-to-Controller, Controller-to-Processor, Processor-to-
Processor and, Processor-to-Controller.

• New draft SCCs do not require the data exporter to be established in the EEA – meaning 
non-EEA entities can also sign the SCCs as data exporters. Provides solution for non-EEA 
controllers and processors who transfer EEA data to other non-EEA third parties.

• Extensive Schrems II obligations, including a warranty on the data exporter to document a 
transfer risk assessment in all cases which can be made available to the competent authority 
on request. 

12



Belgium  |  China  |  France  |  Germany  |  Ireland  |  Italy  |  Luxembourg  |  Netherlands  |  Spain  |  UK  |  US (Silicon Valley)  |  fieldfisher.com |

When will the new SCC’s be approved?

• The European Commission will adopted the new SCC’s on Friday, June 4th 2021. 

• "It is the task of companies to see if they only use SCCS or put additional safeguards like 
encryption and pseudonymised personal data“ (EU Justice Commissioner Didier Reynders)

• Will the risk assessment conflict between SCC‘s and EDPB recommendations be settled?

TIA can take account of “the specific circumstances of the transfer (…), the number of 
actors involved and the transmission channels used; intended onward transfers; the type 
of recipient; the purpose of processing; the categories and format of the transferred 
personal data; the economic sector in which the transfer occurs; the storage location of 
the data transferred, relevant and documented practical experience with prior instances 
of requests for disclosure from public authorities, or the absence of such requests (…)”. 
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Thank you for your attention!
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