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Agenda
8:30-9:00 AM Continental Breakfast

9:00-9:45 AM - Session one: Ad Promo Enforcement Update

9:45-10:15 AM - Session two: Clinical Research Contracting

10:15-10:30 AM - Break

10:30-11:00 AM - Session three: FDA Regulatory Submissions: Tips & Tricks

11:00-11:45 AM - Session four: How to Survive an FDA Inspection

11:45-12:30 PM - Lunch Buffet

12:30-1:15 PM - Session five: Privacy & Cybersecurity (FDA)

1:15-1:45 PM - Session six: Complaint Handling/MDR

1:45-2:15 PM - Session seven: Anti-fraud and Sunshine Update: F&B slides, enforcement, survey

2:15-3:00 PM - Panel Discussion - Q&A with general counsel from the MedTech and Pharma industry on various regulatory 
topics.

3:00-5:00 PM Reception



Session One: 
FDA Enforcement Update: 

Drug and Device Advertising and Promotion

Jesse Atkins, JD, RAC 
Senior Attorney
jatkins@gardner.law

Speakers:
Jesse specializes in FDA regulatory matters, product 
approvals/clearances, post-market change control, advertising 
and promotional activities, and fraud and abuse issues. Prior to 
joining Gardner Law, Jesse worked as legal counsel at Bright 
Health Group, Prime Therapeutics and at Medtronic in 
Regulatory Affairs. Jesse previously clerked on the Minnesota 
Court of Appeals and has served as Adjunct Professor at 
Mitchell-Hamline School of Law. Jesse earned his Juris Doctor 
from the University of Minnesota Law School and holds 
certificates in Arbitration and Mediation from Mitchell-Hamline 
School of Law.



Speakers:

Nathan Downing, JD
Associate Attorney
ndowning@gardner.law

Nathan focuses on counseling medical technology and 
pharmaceutical companies on FDA regulatory/submissions 
work and copy review. Before practicing at Gardner Law, Nate 
was at Medtronic where he held the position of Principal 
Regulatory Affairs Specialist. Nate was a Law Clerk at the 
Colorado 2nd Judicial District Court. Prior to that he worked as 
a Research Associate at R&D Systems (Bio-Techne). Nate 
earned his J.D. at the University of Denver and his Bachelor of 
Science, Neuroscience, at the University of Minnesota.



Today’s Agenda

• Ad/Promo Refresher: 
– What is “advertising and promotion”?
– U.S. regulatory oversight of advertising and promotion
– Risks of non-compliant promotion 
– Medical device claims and off-label promotion

• 2022 Enforcement Update: 
– Trulicity Untitled Letter
– Bausch Untitled Letter

• Reminders: 
– Competitive promotion
– State actions

• Key takeaways



Poll the Audience

• Primary Focus:
– Medical Devices
– Drugs
– Even split



Refresher: 
What constitutes drug and device 

advertising and promotion?



First Question: What Is “labeling”?

“Label”
“a display of written, printed, or 
graphic matter upon the immediate 
container of any article” 

FFDCA § 201(k)

“Labeling”
“all labels and other written, printed, 
or graphic matter (1) upon any article 
or any of its containers or wrappers, 
or (2) accompanying such article” 

FFDCA § 201(m)



“Most, if not all advertising, is labeling. The term 'labeling' is 
defined in the [Federal Food, Drug, and Cosmetics Act] as 
including all printed matter accompanying any article. Congress 
did not, and we cannot, exclude from the definition printed matter 
which constitutes advertising.”

United States v. Research Laboratories, 126 F.2d 42 (9th Cir. 1942)

Next Question: When Does Advertising Become Drug or Device 
Labeling?



At the Heart of Product Claims: Intended Use



What Forms Can Promotional Labeling Take?

… Any communication created, sponsored, or distributed by a 
manufacturer or its representative discussing its products may be 
considered promotional labeling. 

• Sell sheets (“one-pager”)
• Product videos
• Patient testimonials
• Convention booths
• Websites
• Product brochures
• Search engine promotions

• Product mailings
• TV and print 

advertisements
• Certain interactions 

(including oral or written 
interactions) with patients 
or physicians at product 
events or industry 
conventions

• Many others…



Fundamental FDA Advertising Prohibition

21 U.S. Code § 352 – Misbranded drugs and devices

A drug or device shall be deemed to be misbranded --
(a) False or Misleading Label

1) If its labeling is false or misleading in any particular. 



Examples of False and Misleading Labeling

• Incorrect (or “half-true”) statements regarding the drug or device or its 
outcomes

• Unsubstantiated claims regarding a drug or device’s therapeutic outcomes or 
superiority

• Ambiguous claims intended to create an “implied claim” 
• Subjective statements that cannot be substantiated
• Withholding of material facts (e.g., risks of use of the drug or device, 

contradictory clinical evidence or opinion)
• Misleading or extraordinary physician and patient testimonials



Consequences for Misbranding Drugs and Medical Devices

• Government investigation (e.g.,  for cause 
inspection by FDA or referral to the Office of 
Inspector General and/or Department of 
Justice)

• Warning Letters and Untitled Letters

• Recalls and suspension of Certificates to 
Foreign Government (“CFG”)

• Seizure, detention, reconditioning, forfeiture, 
and/or destruction of product

• Publicity

• Judicial actions (disgorgement of profits, 
restitution, liquidated damages)

• Civil and criminal consequences under the 
FDCA
– Fines and/or jail time for company and/or 

employees
• Debarment

• Withdrawal of product approvals

• Suspension of new product applications (or, 
practically speaking, tainting of new product 
applications)

• Other potential consequences
– Exclusion (under Social Security Act)
– Shareholder lawsuits
– State consumer protection liability
– Product liability 
– Federal Trade Commission, Lanham Act, 

and state law exposure



Reminder: 
Not Even Reality TV Stars Can 
Evade FDA Oversight



Off-Label Claims

• If a manufacturer’s promotion of its drug or medical device is for a use other 
than its cleared use, the device may be misbranded and adulterated under 
the FFDCA

• This is commonly deemed “off-label promotion”

• Manufacturers’ intended use is derived from the manufacturers’ objective 
intent in designing, promoting, and distributing the product. Objective intent 
may be demonstrated by: 
– the device label
– accompanying labeling
– promotional material
– advertising
– any other relevant source



Disclosure of Relevant Risk Information

• In order to ensure promotional pieces are not misleading they should include 
not only benefits but also risks

• “Fair balance”: the net impression of a piece of promotional labeling must 
provide a balance of benefit and risk information
– Consider formatting, font size, legibility, understandability for target 

audience
– PMA devices often utilize brief statements to help satisfy this requirement

• Drugs have additional requirements beyond medical devices
– Must include Important Safety Information if any claim is included with the 

drug name
– The risk information should be similar in presentation to the benefit 

information
– Inclusion of the established name



Poll the Audience

• Do you/your company participate in social media advertising?
– Yes
– Yes, but we do not make claims
– No (we are not crazy)



2022 Enforcement Update



FDA Enforcement: Trulicity

Background
• Eli Lilly drug Trulicity (dulaglutide)
• Indication: adjunct to diet and exercise to 

improve glycemic control in adults with type 
2 diabetes mellitus

• Relevant risks: 
– Hypoglycemia with concomitant insulin use
– Pancreatitis, acute kidney injury, severe 

gastrointestinal disease
– Boxed warning: thyroid C-cell tumors
– Contraindications: history of medullary thyroid 

carcinoma



Trulicity Social Media Advertisement



Trulicity NOV Letter



Trulicity OPDP NOV Letter

OPDP allegation: 
The post prominently presents benefit claims and representations about 
Trulicity emphasized by colorful, compelling, and attention-grabbing fast-
paced visuals that take up the majority of the post in a video with frequent 
scene changes, busy scenes, and large-moving superimposed text along 
with other competing modalities such as the strong, fast-moving musical 
beat. In contrast, the risk information is in a small window relegated to the 
bottom of the post and is presented using fast-paced, scrolling, small font 
that is difficult to read and cannot be adequately processed or 
comprehended by consumers.

OPDP concerns:
These violations are especially concerning from a public health perspective 
because the promotional communication creates a misleading impression 
regarding the safety and effectiveness of Trulicity, which is a drug with 
multiple serious, potentially life-threatening risks, including a boxed 
warning for the risk of thyroid C-cell tumors.



Trulicity Takeaways

• Balance benefit and risk
– Not just information; the way in which information is communicated

• Prominently display relevant information: 
– Indication—truncated indication was misleading
– Risks and contraindications, mere presence is not enough

• Repeat offenders: 
– OPDP had previously notified Eli Lilly four times in previous seven years

• Public watchdogs: FDA Bad Ad Program



FDA Enforcement: Duobrii

Background
• Bausch Healthcare drug Duobrii
• Indication: 

– Combination of halobetasol propionate 
and tazarotene indicated for the topical 
treatment of plaque psoriasis in adults.

• Relevant risks: 
– Serious systemic risks and skin 

reactions
– Risk to fetus if used by pregnant women
– Photosensitivity and risk of sunburn



Duobrii Promotion: “The Balancing Act”



The Balancing Act



Duobrii NOV Letter



Duobrii OPDP NOV Letter

OPDP allegations: 
The video was originally featured on Lifetime TV’s The Balancing Act. The 
video and webpage make false or misleading claims and/or representations 
regarding the risks associated with and the efficacy of Duobrii. 

OPDP Concerns:
These violations are concerning from a public health perspective because the 
video fails to include information regarding serious risks associated with 
Duobrii, a topical product that bears warnings and precautions related to 
serious systemic risks and serious skin reactions. In addition, the video and 
webpage create a misleading impression regarding the overall benefit a patient 
may expect as a result of Duobrii treatment.



Duobrii Takeaways

• “Non-traditional” promotion is still subject to regulatory action
• Risk information must be clear; risk-benefit balance must be throughout: 

– OPDP: We acknowledge that some information regarding embryofetal risk 
is presented in the video; however, this does not mitigate the misleading 
impression created by the omission of material facts regarding the need 
for pregnancy testing and birth control from the video.

– Consider: Photosensivitity risk vs. ability to wear more revealing clothes 
due to decreased psoriatic flare-ups



Competitor Claims

• GlaxoSmithKline v/ Boegringer Ingelheim1

– Claims of clinical superiority of inhalers in COPD patients
– At issue: new method of activation
– Lack of clear evidence linking device to outcome
– Result: permanent injunction against BI

• Lanham Act
– Liability arising from deceptive statements either: 

1) about the competitor’s product; or 
2) about the company’s own product, harming the competitor

– Deceptive statements can include: 
• False or misleading claims
• Unsubstantiated comparisons
• Overstatements of efficacy
• Minimization of relief

– Statute authorizes damages and injunctive relief 
• Takeaway: pay special attention to competitive and establishment claims

1 No. 2:2019cv05321 - Document 63 (E.D. Pa. 2020)



Enforcement Not Expected to Slow Down



Key Takeaways



Common Pitfalls

• Overstating effectiveness

• Omitting or downplaying relevant or 
significant risks

• Making unsubstantiated claims 
• Overplaying competitive advantage
• Failing to rely on experts



Copyright Gardner Law 2022. All Rights Reserved.

Questions?



Session Two: 
Clinical Research Contracting

Mark Gardner, JD, MBA
Directing Attorney
mgardner@gardner.law

Speaker:
Mark Gardner, MBA, JD, Directing Attorney, Gardner Law, has 
worked in FDA-regulated industry since 1999. He advises 
companies on a wide variety of topics including health care 
compliance, advertising and promotion review, FDA -regulatory, 
-quality, and -clinical matters, privacy, transparency reporting, 
and enforcement. He has been “seconded” to manufacturers 
such as Bayer Healthcare and Johnson & Johnson. Previously 
he worked in commercial roles, including product management, 
at ev3 (Medtronic), Celleration, and MedTox Laboratories 
(Labcorp). Mark is an Adjunct Professor of Law at Mitchell 
Hamline School of Law where he teaches Drug & Device Law, 
sits on the Health Law Institute Advisory Board, and serves as 
a judge and coach for student competitions.



Agenda

• Clinical trial agreement review 101
• Recent OIG Advisory Opinion (22-05) on study subject cost-sharing
• Research payments
• Enrollment incentives
• Ocugen FDA Notice of Noncompliance





Clinical trial agreement review 101 – What goes in the 
contract? A lot! 

Parties Effective Date Term and 
termination

IRB/EC approval
(FDA IDE/IND if 

applicable)
Study product

Communication 
w/ regulatory 

authorities

Informed consent 
(Part 50)

Monitoring/ 
Clinical Events 

Committee (CEC) 

Record retention 
and access to 

records/site/staff

Confidentiality and 
confidential 
information

Privacy Publication rights 
and use

IP (disclosure, 
reports, results, 

ownership)

Adverse event 
notification Indemnification Insurance Subject injury Publicity (use of 

names)

Governing law
Compliance with 
laws (AKS, FCA, 
HIPAA, PPSA)

Payment (FMV) Good clinical 
practices (GCPs)

Exclusion and 
debarment Study materials

Signature block 
(Institution, 

Sponsor, PI, Subs)
Notices Modification Budget

Other covenants 
warranties, and 

clauses

Facility Use 
Agreement (FUA) 

if applicable



What are the Top 5 most contentious terms to negotiate 
(IMHO)?

Parties Effective Date Term and 
termination

IRB/EC approval
(FDA IDE/IND if 

applicable)
Study product

Communication 
w/ regulatory 

authorities

Informed consent 
(Part 50)

Monitoring/ 
Clinical Events 

Committee (CEC)  

Record retention 
and access to 

records/site/staff

Confidentiality and 
confidential 
information

Privacy Publication 
rights and use

IP (disclosure, 
reports, results, 

ownership)
Adverse event 

notification Indemnification Insurance Subject injury Publicity (use of 
names)

Governing law
Compliance with 
laws (AKS, FCA, 
HIPAA, PPSA)

Payment (FMV) Good clinical 
practices (GCPs)

Exclusion and 
debarment Study materials

Signature block 
(Institution, 

Sponsor, PI, Subs)
Notices Modification Budget

Other covenants 
warranties, and 

clauses

Facility Use 
Agreement (FUA) 

if applicable



What are some honorable mentions that didn’t make it to the 
Top 5? 

Parties Effective Date Term and 
termination

IRB/EC approval
(FDA IDE/IND if 

applicable)
Study product

Communication 
w/ regulatory 

authorities

Informed consent 
(Part 50)

Monitoring/ 
Clinical Events 

Committee (CEC)

Record retention 
and access to 

records/site/staff

Confidentiality and 
confidential 
information

Privacy Publication rights 
and use

IP (disclosure, 
reports, results, 

ownership)

Adverse event 
notification Indemnification Insurance Subject injury Publicity (use of 

names)

Governing law
Compliance with 
laws (AKS, FCA, 
HIPAA, PPSA)

Payment (FMV) Good clinical 
practices (GCPs)

Exclusion and 
debarment Study materials

Signature block 
(Institution, 

Sponsor, PI, Subs)
Notices Modification Budget

Other covenants 
warranties, and 

clauses

Facility Use 
Agreement (FUA) 

if applicable



Issue
OIG Advisory Opinion (22-05)

Are clinical trial patient care cost subsidies, which could 
induce Medicare beneficiaries to participate in the Study, and 
provide prospective payments to providers, unlawful and 
therefore subject to prosecution under anti-fraud laws? (AKS, 
CMP Law). 

Answer: It depends. Let’s review a recent Advisory Opinion 
that considered this question.



Facts 
Recent Recent OIG Advisory Opinion (22-05) on study subject 
cost-sharing

Device manufacturer 
(“Company”) submitted a 

request for an Advisory Opinion 
to receive feedback on the 

Proposed Arrangement 
(described further herein)

The Company’s investigational 
device is available for clinical 
use in the U.S. pursuant to an 

FDA-approved Category B 
Investigational Device 

Exemption (“IDE”)

It is a “one-time use” device 
“that uses a patient’s own cells 
for the treatment of ischemic 

systolic heart failure”

Company plans to enroll up to 
260 subjects in the study (40 

sites) with subjects randomized 
in a 3:2 ratio into a treatment 
group and a (blinded) control 

group

As a Category B study, 
Medicare pays for the IDE 

device and routine care items 
and services furnished in the 

study



Facts
OIG Advisory Opinion (22-05)

• Under the Proposed Arrangement, Company would cover the cost-sharing 
obligations that Medicare beneficiaries participating in the study would otherwise 
owe

• The Company (and sites) would not advertise the availability of cost-sharing 
subsidies

• Information about the subsidies would be included in the informed consent 
documents

• The Company would pay the cost-sharing amounts (~$1300/pt) directly to the 
institution

• As a result of these “subsidies,” Medicare beneficiaries would incur no out-of-
pocket expenses relating to their participation in the Study, other than meeting 
any unmet Part B deductible amounts (which would likely be met after their first 
study visit)

• Requestor would also provide remuneration to the investigators and sites 
participating in the Study in two forms: 
– (i) the opportunity to bill Federal health care programs for items and services 

related to the Study; and 
– (ii) a guaranteed payment of beneficiary cost sharing, which, in some 

circumstances, an investigator or site may not be able to collect in full



Facts (continued)

Requestor seeks to implement the Proposed Arrangement in order to: 

• (i) reduce financial barriers to enrollment in the Study and reduce attrition of subjects during the two-year course 
of the Study; 

• (ii) facilitate socioeconomic diversity of Study subjects; and 
• (iii) preserve blinding of subjects

Although the Advisory Opinion request focused on Medicare beneficiaries, the Company 
stated that they intend to provide the same types of cost-sharing subsidies to study 
subjects with Medicaid and commercial insurance 

For Medicare beneficiaries who have supplemental insurance, such as Medigap, that offers 
full or partial coverage of cost-sharing obligations, the Company would subsidize only the 
remaining cost-sharing obligations, if any, for which a subject is personally responsible for



Rule
OIG Advisory Opinion (22-05)

• Makes it a criminal offense to knowingly and willfully offer, pay, solicit, or 
receive any remuneration to induce or reward referrals of items or services 
reimbursable by a Federal healthcare program, e.g., Medicare, Medicaid

• Violators face fines and the OIG is legally required to exclude convicted 
individuals or entities under 42 U.S.C. Sec. 1320a-7  

U.S. Federal Federal Anti-Kickback Statute

• The CMP Law prohibits offering or transferring remuneration to a Medicare 
or state health program beneficiary that the person knows or should know is 
likely to influence beneficiary selection of a particular provider, practitioner, 
or supplier, for which payment may be made in whole or part by Medicare or 
State health care program. 

• Violators face fines

U.S. Federal Civil Monetary Penalties Law (“CMP Law”)



• The Proposed Arrangement does not meet any statutory exception or safe 
harbor

• OIG:
1. The subsidies outlined in the Proposed Arrangement is a reasonable means 

of promoting socioeconomically diverse study subject enrollment and 
retention

2. Company would offer the same type of subsidies to subjects with Medicare 
and commercial insurance coverage

3. Payment made to the site/institution, not the beneficiary
4. The Proposed Arrangement poses a low risk of overutilization or 

inappropriate billing to Federal health care programs because:
a. Company would not advertise the availability of the cost-sharing subsidies (only outlined in the informed 

consent documents);
b. Beneficiaries must satisfy the enrollment criteria and provide informed consent to be eligible to 

participate and thus be eligible for the subsidies;
c. Investigators must comply with the Study Protocol, subject to IRB oversight and monitoring; and
d. Study enrollment is capped at 260 subjects

5. The Proposed Arrangement is not a problematic seeding arrangement 
because the device is a “one-time use”

Analysis (continued)



Conclusion
OIG Advisory Opinion (22-05)

The OIG concludes that the Proposed Arrangement 
would present a minimal risk of fraud and abuse 
under the AKS and, in an exercise of discretion, the 
OIG would not impose sanctions under the CMP 
Law  



A deeper dive on research payments

FMV (fair market value) assessment 

• Personal Services and Management 
Contracts Safe Harbor 

• Research payments must be paid at 
FMV and cannot be a reward for 
purchases or referrals

• Review all:
• Payments in budget to make sure 

they are legitimate 
• Request for payments

• Consider what the basis is to set 
payments? (e.g., Medicare rates, 
purchased data)

• What about “overhead” payments? 
How much is too much?

Carefully draft your budget

• Payments should be itemized 
• Make payments to the institution and 

not the HCP
• Consider triggers for payment—if 

milestones are used then make sure 
they are achieved before paying a 
tranche



Patient enrollment incentives, a.k.a., “bonuses”, “bounties”, or 
“spiffs”

• It is okay to pay for legitimate recruitment efforts
– Pay fair market hourly rates negotiated at arm’s-length

• Is it okay to pay customer clinical trial staff a cash or in-kind bonuses (a.k.a., a 
bounty) in exchange for enrolling patients into a clinical trial?

• Consider:
– “The American Medical Association asserts that “offering or accepting 

payment for referring patients to research studies (finder’s fees) is unethical.” 
– The AMA’s prohibition of finder’s fees in clinical research extends beyond its 

own membership, as many other entities require physicians to follow AMA’s 
code of ethics in its entirety

– State laws also (e.g., OH)
– IRB rules
– Other authorities:

• Offering Incentives, OEI-01-97-00195: Recruiting Human Subjects: Pressures in Industry-Sponsored 
Clinical Research

• Recruitment Incentives, OEI-01-97-00196: Recruiting Human Subjects: Sample Guidelines for Practice
• HHS Guidance: Financial Conflict of Interest

http://www.consortiumofirb.org/wp-content/uploads/2015/07/DC-888622-v1-OIG_Rpt__Recruiting_Human_Subjects__Pressures_in_Industry-Sponsored_Clinical_Research_Doc2_-_pend.pdf
https://oig.hhs.gov/oei/reports/oei-01-97-00196.pdf
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/financial-conflict-of-interest/index.html


Ocugen FDA Notice of Noncompliance

Ocugen, a small biotech company located 
in Pennsylvania, received a notice of 

noncompliance from the FDA (CDER) on 
April 15, 2022

• More specifically, “Noncompliance with 
the Requirements for Submission of 
Clinical Trial Results Information” for a 
phase 3 trial 

• Product: “Brimonidine Tartrate 0.2% 
Nanoemulsion Eye Drops in Patients with 
Dry Eye Disease (DED)” (NCT03785340) 

801 of the Food and Drug Administration 
Amendments Act of 2007 (FDAAA) 

• A responsible party for an applicable 
clinical trial is required to submit to the 
ClinicalTrials.gov data bank certain results 
information for the clinical trial

• Such results information generally must 
be submitted no later than one year after 
the primary completion date 3 of the 
applicable clinical trial

• That is unless the responsible party has 
submitted a timely certification of delay, a 
request for an extension for good cause, 
or a request for a waiver of the 
requirements for submission of results 
information



Ocugen FDA Notice of Noncompliance

Ocugen is required to submit 
clinical trial results information 

to the ClinicalTrials.gov data 
bank

• Operated by the National 
Library of Medicine (a part of 
the National Institutes of 
Health)

Before going public, on July 21, 
2021, the Agency alerted the 
firm by email of the potential 

for noncompliance 

• Ocugen needed to post by 
May 15 

• Facing a civil money penalty of 
$10,000 “for each day of the 
violation” the submission is 
late

FDA previously sent more than 
forty (40) “Pre-Notices of 

Noncompliance”  for the same 
infraction and even targeted PIs  

• FDA is being pressured by 
groups like Universities Allied 
for Essential Medicines to 
compel reporting compliance
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Questions?



Session Three: 
FDA Regulatory Submissions: Tips & Tricks

Amanda Johnston, JD, RAC
Managing Attorney
ajohnston@gardner.law

Speaker:
Amanda Johnston, JD, RAC, Managing Attorney, Gardner Law, 
specializes in counseling medical technology and pharmaceutical 
companies on FDA law, regulatory submissions and strategy, 
healthcare compliance programs, and fraud and abuse laws. 
Amanda has worked on 100+ FDA submissions, including PMAs, 
510(k)s, HDEs, IDEs, NDAs, Pre-Submissions (Q-Subs), 
Breakthrough Designations, De Novos, RFDs, EUAs, change 
control supplements, and annual reports for drugs and devices. 
Prior to practicing at Gardner Law, she was the Compliance 
Officer at Coloplast Corp, in Regulatory Affairs at Medtronic (Star 
of Excellence Award winner), and in Compliance at UnitedHealth 
Group. Amanda is an Adjunct Professor of Law at Mitchell 
Hamline School of Law where she teaches Drug & Device Law.



Agenda

• Steps to a successful regulatory submission:
1. Define the device
2. Classify the device
3. Draft & compile the submission
4. Submit to FDA
5. Continued regulatory compliance

• FDA enforcement mechanisms
• Submission tips & best practices



Step 1: Define the device

• Intended use
• Indications for use

What does the device do?

• Labeling
• Marketing claims

What do you want to say about it?

• Desired claims (and limitations)
• Voice of Business (Reimbursement, Clinical, Marketing, Legal, IP, etc.)
• Business strategy
• Competitors/industry environment
• Patients/users

Don’t forget to consider:



Step 2: Regulatory classification 

• Regulatory classification – don’t get this wrong!
– Risk based

• Class I - General Controls
• Class II - Special Controls 
• Class III - Premarket Approval 

– There are 1800+ types of devices established that have associated 
classification regulations 

• FDA product classification database
• 513(g) Request for Information
• Email FDA (DICE): dice@fda.hhs.gov

mailto:dice@fda.hhs.gov


Step 3: Draft & compile the submission

• Use all available tools & resources:
– FDA guidance, regulations, consensus standards, checklists, review other 

510(k) summaries
– FDA webinars, modules
– Q-Submission Program (Pre-Sub)
– FDA Breakthrough Device Program or STEP 

• The more eyes the better: utilize all available internal (and external) 
reviewers/experts

• Remember spelling, grammar, formatting, table/figure labels, hyperlinks 
• Convey professionalism and expertise
• Use FDA checklists



FDA Submission Pathways

EXEMPT EUA 510(K) DE NOVO PMA

Statutory time for 
FDA Review

0 days Varies 90 days 120 days 180 days

FDA register, list, 
pay fee

Yes Depends 
on EUA

Yes Yes Yes

FY2022 User Fees $0 $0 $12,745/
$3,186 
(small bus.)

$112,457/
$28,114 
(small bus.)

$374,858/
$93,714 
(small bus.)

Small business = FDA approved Small Business Designation prior to submission 

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfpcd/315.cfm
https://www.fda.gov/emergency-preparedness-and-response/mcm-legal-regulatory-and-policy-framework/emergency-use-authorization
https://www.fda.gov/medical-devices/premarket-submissions/premarket-notification-510k
https://www.fda.gov/medical-devices/premarket-submissions/de-novo-classification-request
https://www.fda.gov/medical-devices/premarket-submissions/premarket-approval-pma


• Mainly Class II devices and a few Class I require 510(k) clearance
• Presumption that the device is safe and effective by comparing with 

predicate(s) 
– Substantial equivalence determination

• 90-day statutory approval time, but may be shorter or longer because FDA 
can stop the "review clock" if questions or deficiencies arise

• FDA special controls guidance documents apply to certain device types

Premarket Notification (510(k)



• Substantial equivalence (FD&C Act 513(i)(1)(A)) and 21 C.F.R. 807.100
• (b) FDA will determine that a device is substantially equivalent to a predicate 

device using the following criteria:
– (1) The device has the same intended use as the predicate device; and
– (2) The device:

• (i) Has the same technological characteristics as the predicate device; OR
• (ii)(A) Has different technological characteristics, such as a significant 

change in the materials, design, energy source, or other features of the 
device from those of the predicate device;

• (B) The data submitted establishes that the device is substantially 
equivalent to the predicate device and contains information, including 
clinical data if deemed necessary by the Commissioner, that demonstrates
that the device is as safe and as effective as a legally marketed device; 
and

• (C) Does not raise different questions of safety and effectiveness than the 
predicate device.

What is substantial equivalence?



De Novo Classification Process

• FDA automatically classifies devices not previously classified as Class III 
devices

• Pathway for novel Class I or II devices with no predicate
• FDA’s granting of a De Novo request allows the device to marketed and 

creates a new classification regulation for devices of this type
• New device may be used as a predicate for others
• If declined, device remains Class III and cannot be marketed 



Is a Pre-Sub (Q-Sub) necessary?

Advantages

• Submit specific questions to 
FDA

• Obtain FDA ‘buy-in,’ create 
record with FDA

• Interaction with FDA prior to 
the submission

• No user fees
• May save time, money in 

the future
• Written feedback + 1-hour 

teleconferences (if 
requested)

Disadvantages

• Takes time, effort (months)
• May not fully resolve issues
• May not answer question
• Feedback not “binding”
• Teleconferences limited to 1 

hour
• Limited in scope/number of 

questions and topics



Step 4: Submit to FDA

• Pay user fees
• Small business determination (SBD) program

– Must be approved in advance, takes ~60 days
• eCopy

– Premarket submissions must include an electronic copy (eCopy) on a 
CD, DVD, or flash drive (+ hard copy cover letter with signature)

– Can be burdensome
• Under review at FDA:

– Administrative/Acceptance Review (15 calendar days)
– Substantive/Interactive Review
– New submission tracking portal

• Avoid taking “risks” in the marketplace while under review
• May get questions, deficiencies – respond promptly



FDA Actions on 510(k)s

• FDA conducted acceptance review of 510(k) and determined that the submission is not 
administratively complete and cannot proceed to substantive review. 

• No substantive review until submitter provides missing elements/information (eCopy)

RTA = Refuse to Accept

• FDA reviewed the 510(k) and determined that the submission lacks the information 
needed to complete the substantive review (i.e., to determine SE or NSE).

• On hold until submitter provides requested information (eCopy) within 180 days

AI = Request for Additional Information

• FDA reviewed the 510(k) and determined that the device described in the 510(k) 
submission is not substantially equivalent to any legally marketed device and may not 
be introduced into commercial distribution in the U.S.

• Considered final action, need to re-submit (e.g., De Novo, PMA)

NSE = Not Substantially Equivalent



Step 5: Continued Compliance
Key FDA promotional rules (not exhaustive list)

• Register facilities, list your product
• Do not promote products or uses before clearance
• Do not make claims or imply safety or effectiveness for an investigational 

device 
• Once FDA cleared, only make claims (claims are verbal and written 

communications about safety, effectiveness, economics) that are:
– Accurate, truthful and not misleading
– Fair and balanced with information about benefits and risks 
– Supported by substantial evidence and/or clinical experience
– Consistent with FDA-approved/cleared product labeling

• Avoid unsupported comparisons 
• FDA expects qualified Medical, Legal and Regulatory professionals to review 

all promotional materials prior to use (per FDA guidance)



What happens if FDA regulations are not followed? 

• Generally, happens when something is wrong with the 
words used to describe/promote the device

• Promotion of unapproved devices, uses, features
• False, misleading, untruthful, not balanced with risks
• Inadequate directions for use

Misbranding

• Generally, this means something is wrong with the way 
the product is made

• Device company with no or inadequate QMS
• Manufacturing issues

Adulteration



FDA 
Enforcement 
Mechanisms

All result in 
business 
disruptions  

Advisory/Informal Compliance Correspondence

FDA Form 483/Untitled letter/Warning letter

Import alerts/Import refusal

Administrative detention/condemnation

Recalls 

Publicity 

Debarment or disqualification (Sec. 306 of the FD&C Act)

Seizure 

Preliminary injunction/Permanent injunction 

Civil monetary penalties

Criminal prosecution

Consent decree

Restitution and disgorgement



Submission best practices & tips

• Get the classification & submission type right – get a second opinion if 
needed, document in an internal memo

• Study FDA paths/submissions of similar devices, learn from them
• Identify the most appropriate predicate (510(k))
• Use the Q-Sub process (Pre-Sub) – may save time/costs in the end
• Read and follow FDA guidance as closely as possible

– If you deviate, provide an explanation up front



Submission best practices & tips

• Don’t make FDA ask for something. Anticipate what they require and expect 
to see and provide it in the initial submission

• Find someone who knows how to create proper eCopies (in advance) and 
use FDA’s eCopy validation tools

• Work collaboratively with your team and FDA
• Avoid being defensive
• If issues arise:

– First work with reviewer, then escalate to management as needed
– Retain records of all communications
– Use ombudsman
– Consider Requests for Supervisory Review (Appeals), 21 CFR 10.75



Watch Outs

• Failing to submit or submitting inadequate documentation (design controls)
• Delays in responding to FDA
• No suitable predicate, product code issues
• eCopy process can be cumbersome – plan time for this process, find an 

expert to help
• Plan for ongoing regulatory support (e.g., regulatory change assessments)
• Rushing submissions is not a good strategy
• COVID-19 delays continue (can’t prevent, but can be persistent)
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Session Four: 
How to Survive an FDA Inspection

Tim Philips
Consultant
tphilips@gardner.law

Speaker:

Tim Philips is a quality assurance and regulatory affairs 
professional with over 30 years of experience in commodities 
regulated by the U.S. Food & Drug Administration (FDA). He 
is an expert and instructor in FDA law / regulation, quality 
systems, inspections, evidence development, enforcement 
actions, and product recalls with an emphasis on post-market 
compliance of medical devices. Tim is an Adjunct Professor 
at the University of St. Thomas (St. Paul, MN) in the 
Regulatory Science Program in the School of Engineering.



How to “Survive” an FDA Inspection

In a Q&A format, we will discuss common characteristics of FDA inspections, 
including how to:

• Prepare for an inspection
• Communicate effectively with Agency representatives
• Avoid common pitfalls
• Address compliance issues

Note: The material in this presentation is device-oriented, but most of the concepts and 
recommendations apply to all commodities regulated by FDA.



Poll #1

• Have you participated in an FDA inspection?



What to Expect When Inspected

Some have said…



Pandemic-Related Inspection Issues

• FDA adapted operations for inspections, investigations, and sampling
– Mission-critical inspectional work was conducted on a case-by-case basis 

throughout the pandemic
– For inspections that would traditionally occur on-site, FDA implemented innovative 

approaches – e.g., Remote Interactive Evaluations of Drug Manufacturing and 
Bioresearch Monitoring Facilities

• In FY ’19 FDA planned approximately 18,000 routine surveillance inspections across 
all commodities, and completed 94%

• In FY ‘20, FDA planned nearly 21,000 surveillance inspections, but completed only 
61%

• FY ‘21 and ‘22, FDA playing catch-up

• For more detail, see FDA’s website: Resiliency Roadmap for FDA Inspectional 
Oversight (May 2021), which includes:
– Inspectional Priority/Tier by Regulated Commodity – Mission Critical à High 

Priority à Low Priority

https://www.fda.gov/media/148197/download


Who will be inspected ?

• Manufacturers of finished devices

• This includes, but is not limited to:
– Contract manufacturers
– Specification developers
– Contract sterilizers  



Who will conduct the inspection ?

• Usually, one or two investigators from the local FDA district office

• Occasionally – Center for Devices and Radiological Health (CDRH) 
employees, a national expert, an FDA investigator from a 
neighboring district, or a state / local official 



What type of inspections are conducted?

• Routine surveillance inspections - Quality Systems (a.k.a. GMPs)

• Pre-approval inspections

• Post-approval inspections



What type of inspections are conducted?

• Complaints (consumer, industry, informant)

• Recall follow-up inspections

• Special assignments and investigations

• Inspections can include sample collection
ØPhysical samples and documents



Why does FDA do inspections?

• Required by law

• To evaluate compliance with the FD&C Act and related regulations

• To collect information (evidence) to support regulatory action if 
necessary

Note: To refuse an FDA inspection is a “prohibited act” 



When are inspections done ?

• Risk-based inspection schedule

• “For cause” – e.g., observations from prior inspections, corrections & 
removals, complaints, adverse event reports, industry-wide issues, 
suspicion of fraud
– Sometimes the Agency will reveal the reason for a “for cause” 

inspection, but not always  



What will be covered during a routine quality system 
(GMP) inspection?

• Registration & Listing
• Pre-Market Approvals & 510(k) Clearances
• Quality System Regulation (GMPs)
• Medical Device Reporting (MDR)
• Device Tracking
• Corrections and Removals
• Other subjects as needed – e.g., complaints



How are inspections conducted ?

• Quality System Inspection Technique* (QSIT)
Top-down, systems-oriented, inspections

(instead of)
Bottom-up, problem-oriented, inspections

• *Guide to Inspections of Quality Systems – published 1999
– http://www.fda.gov/downloads/ICECI/Inspections/InspectionGuides/UCM085938.pdf

http://www.fda.gov/downloads/ICECI/Inspections/InspectionGuides/UCM085938.pdf


Where will the investigator(s) look during an inspection? 

• Facility “walk-through”

• More detailed inspections of manufacturing and quality control 
operations

• Records required by the Quality System regulation



What should we do to get ready for an FDA inspection?

• Be compliant
• Designate a contact person(s) to coordinate the inspection
• Plan for the situation when, “Everybody who knows anything is gone.”
• Study and understand: Registration, Listing, Product 

Approvals/Clearances, GMP, Adverse Event Reporting, etc.
• Accommodations 

(1) Room to work  
(2) Privacy if requested



Important Concept - TLAST

• T - Tell the TRUTH
• L - LISTEN to the question (and make sure you understand it)
• A - ANSWER the question (clearly and concisely)
• S - STOP after you’ve answered
• T - Tell the TRUTH



What if you lie to the FDA during an inspection or in a 
premarket submission?

• You might end up with an opportunity to meet someone from FDA’s Office of 
Criminal Investigations (OCI)

• OCI works closely with the U.S. Department of Justice who handles all of 
FDA’s civil and criminal litigation



Is it OK to offer the investigator?

• A cup of coffee

• Coffee and a donut

• One of your company pens

• Dinner

• A ticket to a Timberwolves game



Is it OK to offer the investigator?

• A cup of coffee - yes

• Coffee and a donut - yes

• One of your company pens - maybe

• Dinner - no

• A ticket to a Timberwolves game - no



Is it OK to ask the investigator questions during
the inspection?

• Yes - within reason

• Seek feedback on how the inspection is going.
– Especially re: potential 483 items and areas of concern



Is it OK to argue with the investigator?

• Within reason.  If you can’t settle the issue - make your position 
clear, make sure you understand the investigator’s position, and 
agree to disagree.



What parts of the GMPs do we really 
need to be good at?

• All of them, but especially the parts that relate 
to quality problems and corrective actions.  

• Find and fix problems and document, 
document, document your work.



What is the “483”?

• Form FDA 483 Inspectional Observations

• Used to report objectionable conditions or practices observed during 
an inspection



What does and doesn’t go on the 483?

• On 483
- GMPs 
- Adverse Event Reporting
- Recall Deviations (21 CFR 806)

ü Significant findings only

• NOT on 483
- Registration & Listing
- Pre-market (e.g., product lacks a 
PMA or 510(k)
- Labeling



Is my firm required to respond in writing 
to an FDA-483?

• No, you aren’t required (by law) to respond at all

• But you should!

• Send a prompt (within 15 days) written response to 
ORADevices2FirmResponse@fda.hhs.gov
- That will ensure review and consideration before agency action

mailto:ORADevices2FirmResponse@fda.hhs.gov


How does FDA inform us of the outcome of the inspection?

• A copy of the Establishment Inspection Report will be sent when the 
inspection is “closed”

• “Closed” is defined in 21 CFR 20.64



Poll #2

• If you have participated in an FDA inspection, was your experience 
consistent with the material presented by the speaker?

• If not, please share more about your experience   



Questions?



Session Five(a):
Privacy Update
(US and OUS)

Speaker:

Paul Rothermel, JD, CIPM
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Paul Rothermel specializes in privacy and cybersecurity, including HIPAA, 
GDPR, and other state and international laws as well as health care 
compliance matters. Before practicing at Gardner Law, Paul worked in 
privacy and data protection at Medtronic, Inc. advising on privacy issues 
related to privacy program implementation, clinical research, innovative 
health care technologies, and vendor management. Before that, Paul was 
an Associate General Counsel for the State of Minnesota, where he 
counseled on state and federal privacy laws, including HIPAA 
implementation. Paul earned his J.D. from William Mitchell College of Law 
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also a Certified Information Privacy Manager (CIPM) through the 
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Agenda

• Common threads
• Privacy law trends (U.S. and abroad)

– State Law Update
– OUS Update

• Cybersecurity Update
• Recent enforcement activity 
• Key takeaways for 2022



Common threads

• These principles are present in most privacy frameworks:
1. Transparency (provide info when collecting data)
2. Legal basis (lawful collection/use only)
3. Limited data collection (aligns w/ notice, legit. purpose)
4. Sharing and transfers (lawful, limited, aligns w/ notice)
5. Limited retention (don’t keep unneeded data)
6. Individual rights (respect data subject rights/requests)
7. Data security (use appropriate security)
8. Vendor management (diligence, contracts)



California, Virginia, Colorado, Utah & Connecticut

Comprehensive State Privacy Law Update



Audience Question

• Who is currently dealing with one or more state privacy laws?



California Consumer Privacy Act (CCPA)

• In effect since Jan. 1, 2020
• Protects personal information of Californians, with some exceptions (e.g., 

doesn’t apply to PHI)
• Provides many “data subject rights”: access, correction, deletion of personal 

data plus opt-in and opt-out rights for certain processing or sharing
• Also requires, for example:

– Security of personal information
– Privacy notices
– Consent to “sales” of personal data
– Contract provisions for vendors 
– Limited use/retention of personal data



California Privacy Rights Act (CPRA)

• Most new provisions effective Jan. 1, 2023
• Updated CCPA to apply to businesses that:

– Reach annual gross revenue of $25M;
– Buy, receive, sell or share for commercial purposes personal information 

of 100,000 or more consumers, households, or devices
– Derives 50% of annual revenue from selling PI

• Notable changes include:
– Exclusion of employee data now expires Jan. 1, 2023
– Updates “sale” and “sharing” of personal data provision
– Clarifies clinical trial data exclusions
– Data processing with “significant risk” must be assessed and submitted to 

the new California Privacy Protection Agency



Virginia Consumer Data Privacy Act (VCDPA)

• Effective January 1, 2023
• Applies to businesses that annually collect personal information on:

– 100,000 VA residents; or
– 25,000 VA residents if >50% of company revenue is from selling personal 

information
• Provides data subject rights, including access, correction, portability 

and certain opt-out rights
• Requirements include security, privacy assessments for high risk 

processing, transparency, contracting provisions
• Does not apply to PHI, employee, or B2B data
• 2022: Right-to-delete replaced by opt-out



Colorado Privacy Act (CPA)

• Effective July 1, 2023
• Applies to businesses that conduct business in Colorado or deliver 

commercial products or services targeted to residents of Colorado; and:
• Process the personal data of more than 100,000 Colorado residents 

in any calendar year; OR
• Sell personal data of 25,000 or more individuals.

• Provides data subject rights: access, correction, portability, and deletion of 
personal data, plus opt-outs for targeted advertising, sale, and profiling

• Requires data security, contract provisions for vendors, assessments for 
high-risk processing

• Does not apply to PHI, employee, or B2B data



Utah Consumer Privacy Act (UCPA)

• Effective Dec. 31, 2023
• UCPA applies to businesses that reach annual revenues of $25 million and:

• Control or process personal data of 100,000+ Utah residents during a 
calendar year; OR

• Derive >50% of gross revenue from sale of personal data  AND control 
or process personal data of 25,000+ Utah residents.

• Provides rights, including transparency, access, portability, and opt-outs for 
sale and  targeted advertising

• Requires data security, contract provisions, privacy notices, but no risk 
assessments

• Does not apply to PHI, employee data, de-identified or “aggregated data” 
among other exemptions



Connecticut Data Privacy Act (CDPA)

• Effective July 1, 2023 (most provisions)
• Applies to entities in CT or producing products/services that target CT 

residents who controlled or processed personal data in prior calendar year of 
at least:

• 100,000 CT residents (except for payment transactions); OR
• 25,000 CT residents, if the entity derived more than 25% of annual 

gross revenue from selling personal data
• Provides rights, including transparency, access, correction, portability, and 

opt-outs for sale, targeted advertising and profiling 
• Requires data minimization, limited use, security, and assessments for “high 

risk” processing
• Does not apply to PHI, employees, and B2B data



State Law Comparison

State Effective 
date

Access, 
deletion & 
portability 

rights

Private 
right of 
action

HIPAA
Exclusion

Risk 
assess-
ments

Right to 
opt-out 
of sales

Data 
security 

standards

California
Jan 1, 
2023 
(revisions)

Yes Limited Yes Yes Yes Yes

Colorado Jul 1, 2023 Yes No Yes Yes Yes Yes

Connecticut Jul 1, 2023 Yes No Yes Yes Yes Yes

Utah Dec 31, 
2023 Yes No Yes No Yes Yes

Virginia Jan 1, 
2023 Yes No Yes Yes Yes Yes

?to



GDPR, UK GDPR, Bill 64 (Canada)

OUS Privacy Update



Question

• How many here are dealing with international data transfer 
requirements?



General Data Protection Regulation (GDPR)

• “Schrems II” update
– New standard contractual clauses should be used since September 27, 

2021. Prior version of SCCs implemented before that date are only valid 
until December 27, 2022

– SCCs continue to be a key means of data transfer between EU and US
– Data transfer impact assessments
– US-EU data transfer agreement “in principle” on March 25, 2022



UK GDPR & Data Protection Act

• The UK has its own data protection laws aligned with the EU GDPR (“UK 
GDPR” and “Data Protection Act”) 

• New standard agreements for data transfer “International Data Transfer 
Agreement” or “IDTA”
– Came into effect March 21, 2022
– Can be addendum to EU SCCs 
– Guidance and transfer agreement addendums are available from the UK 

Information Commissioner’s Office: https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/international-data-transfer-agreement-and-
guidance/

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/


Canada

• Quebec’s “Bill 64” begins to take effect September 2022, with most key 
provisions taking effect September 2023:
– Similar to GDPR
– Penalties up to 8% global revenue (for repeat offenders)
– Unique cyber security incident requirements
– New and higher consent standards
– Cross border transfers require impact assessments



China

• China’s Personal Information Protection Law (PIPL), became effective Nov. 
1, 2021:
– Intended to apply to companies that process information about individuals 

in China
– Penalties up to 5% global revenue or $7.7m (whichever is greater)
– Soon to come “standard contractual clauses” for international data 

transfers
– Multi-layer consent mechanisms for certain processing activities
– Data breach requirements, data mapping etc.



SEC, FTC & FCA

Cybersecurity Update



Cybersecurity Rulemaking from SEC

SEC Proposes Rules on Cybersecurity Risk Management, Strategy, 
Governance, and Incident Disclosure by Public Companies (March 9, 
2022):

“...Current reporting about material cybersecurity incidents and
periodic reporting to provide updates about previously reported
cybersecurity incidents. The proposal also would require periodic
reporting about a registrant’s policies and procedures to identify and
manage cybersecurity risks; the registrant’s board of directors'
oversight of cybersecurity risk; and management’s role and expertise
in assessing and managing cybersecurity risk and implementing
cybersecurity policies and procedures. The proposal further would
require annual reporting or certain proxy disclosure about the board
of directors’ cybersecurity expertise, if any.”



FTC Privacy and Security Enforcement

• Agreed to implement GDPR-like privacy program to settle Federal Trade 
Commission allegations that the company shared health information of its users 
with outside data analytics providers after promising such information would be 
kept private.

Flo Health, Inc. (June 22, 2021)

• Required to pay $2 million over allegations that the company collected personal 
information from children under 13 without parental consent. The FTC also 
alleged that the company collected geolocation information from users who 
specifically asked not to be tracked.

OpenX Technologies, Inc. (December 15, 2021)

• Issued policy statement in Jan. 2021 clarifying the rule applies to certain apps 
collecting sensitive health information not protected by HIPAA

FTC’s Health Breach Notification Rule



Comprehensive Health Services 
settled for $930,000

In 2021, DOJ announced 
its intention to use the 
False Claims Act to 
prosecute fraud tied to 
cybersecurity requirements 
by federal contractors 

FCA and Cybersecurity

• The first case under this initiative
• Submitted claims to State Department 

for secure EHR system at 
government-run facilities

• DOJ alleged that CHS sometimes 
patient records and stored them on an 
accessible, unsecured drive instead of 
the secure EHR system resulting in 
patient complaints about privacy



Question

• How many of you are getting questions about your company/client(s) 
cybersecurity readiness from boards, through diligence inquiries, or from 
customers?



Analytics, Cookies, CCPA, HIPAA Rights

Enforcement Update



Enforcement Update

Cookies

• French DPA levied 
fines totaling 
€210m

• Failure to allow 
French users to 
easily reject 
tracking cookies 
as required by 
recent ”cookie 
legislation” 
effective March 
2021

Google Analytics

• Austrian and 
French DPAs 
determined that 
two website 
operators’ use of 
Google Analytics, 
which transfers 
site user data to 
the US was 
violative

CCPA

• Many 
enforcement 
actions posted to 
CAG’s website

• Approx. 2/3 were 
for inadequate 
privacy policies or 
similar



Enforcement Update

• HIPAA Right of Access Initiative: 
– 27 total enforcement actions taken 

since the initiative began in 2019 
– Totaling over $1.6 million in 

settlements and penalties
– Primarily small providers, including 

solo practices
– Some involved violations tied to just 

one patient’s records



Key takeaways in 2022

Privacy is not going 
anywhere

Privacy programs 
can reduce risk 

from changing law

Good news for 
HIPAA CEs/BAs: 

Exceptions in all 5 
state laws

Public-facing 
activities are at 

most risk of 
enforcement

No comprehensive 
federal privacy law 

(yet)

Cybersecurity 
continues to be an 

emphasis
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Session Five(b):
Cybersecurity in Medical Devices

New Draft Guidance 2022

Speaker:

Brynn Stanley, JD 
Associate Attorney
bstanley@gardner.law

Brynn Stanley specializes in counseling medical 
technology and pharmaceutical companies on FDA 
law and regulations. She possesses deep expertise in 
quality system compliance and remediation. She 
started her career at Boston Scientific as a design 
assurance engineer and from there worked in 
advancing engineering roles at St. Jude Medical 
(Abbott), American Medical Systems (Boston 
Scientific), Covidien-Medtronic and most recently at 
Monteris Medical.



Agenda

• Background
• In the News…
• Draft Guidance 2022
• Changes from the 2018 Draft Guidance
• Highlights
• Questions



Background

“As more medical devices are becoming 
interconnected, cybersecurity threats have become 
more numerous, more frequent, more severe, and 
more clinically impactful. As a result, ensuring 
medical device safety and effective includes 
adequate medical device cybersecurity, as well as its 
security as part of the larger system.”



Background

• Cybersecurity incidents:
– Can render medical devices and hospital networks inoperable 
– Disrupt the delivery of patient care across healthcare facilities in the 

United States and globally 
– Can delay diagnoses and/or treatment and may lead to patient harm

• “…[A] rapidly evolving landscape, and the increased understanding of the 
threats and their potential mitigations, necessitate an updated approach.”



In the News…



Draft Guidance 2022

• Further emphasizes the importance of ensuring that devices are designed:
– Securely
– To be capable of mitigating emerging cybersecurity risks throughout the 

Total Product Life Cycle
• Outlines FDA's recommendations for premarket submission content to 

address cybersecurity concerns
• 2022 Draft Guidance would replace the 2018 Guidance



Changes from the 2018 Draft Guidance

• Change in title
– Better captures the scope of the current draft guidance, 

• Document structure change
– Aligns with use of a Secure Product Framework

• Risk Tiers have been removed
• Cybersecurity Bill of Materials has been replaced with Software Bill of 

Materials



Changes from the 2018 Draft Guidance

• Additional clarification regarding premarket submission document requests 
has been added throughout the draft guidance

• Investigational Device Exemptions have been added to the scope
• Emphasizes the need to take a Total Product Life Cycle approach
• Aligns with the May 2021 Executive Order on Improving the Nation’s 

Cybersecurity



Secure Product Development Framework

• One way to ensure deployment of mitigations through the Total Product 
Lifecycle (“TPLC”)

• A Secure Product Development Framework (“SPDF”) is a set of processes 
that reduce the number and severity of vulnerabilities in products throughout 
the device lifecycle

• Supports all aspects of the TPLC including development, release, support, 
and decommission

• SPDF processes should be included as part of the product development 
process

• One way to satisfy QSR requirements 



Risk Management

• The 2022 Draft Guidance focuses more on “Threat Modeling” as part of risk 
management for cybersecurity
– Identifies security objectives, risks and vulnerabilities
– Defines risk controls or countermeasures to mitigate risks
– Supports risk analysis activities

• Playbook for Threat Modeling Medical Devices released November 2021
– Prepared by the MITRE Corporation and the Medical Device Innovation 

Consortium using funds from the FDA



CBOMs vs. SBOMs

• Cybersecurity Bill of Materials (“CBOM”) has a focus on all aspects of 
cybersecurity, hardware and software whereas Software Bill of Materials 
(“SBOM”) focuses on software

• Concern for the high burden on manufacturers to create CBOMs
• Most vulnerabilities will be software related
• The May 2021 Executive Order focuses on SBOMs



Cybersecurity and Premarket Submissions

• The FDA will assess the adequacy of a device’s security based on the 
device’s ability to provide and implement the security objectives of:
– Authenticity, which includes integrity;
– Authorization;
– Availability;
– Confidentiality; and 
– Secure and timely updatability and patchability. 

• Premarket submissions should address how the above security objectives 
are met



Cybersecurity and Premarket Submissions

• Design and documentation should scale with the risk of the device
• Should take into account the larger system
• Cybersecurity controls will be taken into account in demonstrating substantial 

equivalence
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Session six:
Complaint Handling and Medical Device 

Reporting (MDR) 

Speaker:

Theo Thompson, JD 
Associate Attorney
tthompson@gardner.law

Theo specializes in quality and regulatory affairs. He has 
experience in regulatory submissions to FDA, EU Notified 
Bodies and Health Canada. Before joining Gardner Law, Theo 
worked at Medtronic as a Senior Regulatory Affairs Specialist 
where he worked on submissions, license renewals and annual 
registrations. He also worked as an FDA and EU Medical Device 
Reporting Specialist. Prior to Medtronic Theo worked as a 
project attorney for Robins, Kaplan, Miller, & Ciresi, LLP and 
Nichols Kastor, PLLP.



Overview

• Complaint Handling
• MDR Reporting
• Investigations
• Trending
• Take-aways from recent FDA warning letter



Scenario 1 (Based on real events)

• You work at a company named Hearts Afire Pacemakers (HAP). You’re at a 
wedding reception in Wisconsin.

• You just finished the chicken dance with a new friend you met at the 
wedding.  Her name is Milly.

• After sitting down, Milly complains about discomfort associated with her 
pacemaker. Do you:

– A) Get her a Spotted Cow and explain that it may help the discomfort she 
is experiencing.

– B) Take down Milly’s information and let her know that you work at HAP 
and are going to report the complaint via the HAP complaint handling 
process.

– C) Start examining her pacemaker right then and there at the reception to 
see if you determine the problem yourself.



Complaint Handling – 21 CFR 803

A manufacturer “becomes aware” 
when any employee has acquired 

information that reasonably 
suggests a reportable adverse 

event has occurred.

Reportable events may 
result from: 

(1) Failure,
(2) Malfunction,

(3) Improper or inadequate design,
(4) Manufacture,
(5) Labeling, or
(6) User error



Complaints Contd.

• Potential sources of complaints include:

– Direct reports from physicians/users
– Literature
– Social Media
– Returned product 
– World-wide in scope:  

• FDA considers an event that occurs in a foreign country reportable if it 
involves a device that has been FDA cleared or approved – or a device 
similar to an FDA cleared or approved device marketed by the 
manufacturer



Scenario 2

• You do your duty and report Milly’s 
complaint to HAP’s complaint handling 
group.  

• The complaint handling group 
investigates the complaint by reaching 
out to the implanting physician who 
refers to himself as “Dr. Slim Goodbody 
FACP.”  The surgeon remembers this 
specific implant well: 

– “This was one of my first pacemaker 
implants that I conducted two years 
ago.  My technique wasn’t the best 
and I used KRAZY GLUE instead of 
sutures to fix the pacemaker in the 
pocket.  It’s been causing her 
problems for years.  I might have 
Milly in for a revision soon.” 



What should Hearts Afire Pacemeker Co. do now?

– (A) Report the complaint because FDA needs to know about what’s 
occurring in Dr. Goodbody’s surgeries.

– (B) Report the complaint as a “user error.” 

– (C) Keep the complaint record but not report it to FDA as an adverse 
event.



21 CFR 803.20 and User Error

• 21 CFR 803.20(c)(2) speaks specifically to when a manufacturer does not 
need to submit a report: 

– Manufacturers do not have to report an adverse event if they have 
information that would lead a person who is qualified to make a medical 
judgment reasonably to conclude that a device did not cause or contribute 
to a death or serious injury, or that a malfunction would not be likely to 
cause or contribute to a death or serious injury if it were to recur. 

– Persons qualified to make a medical judgment include physicians, nurses, 
risk managers, and biomedical engineers. 

– Manufacturers must keep in their MDR event files the information that the 
qualified person used to determine whether or not a device-related event 
was reportable.



FDA Guidance on User Error

• FDA’s 2016 guidance, Medical Device Reporting for Manufacturers,
discusses “user error” at paragraph 2.6:

– We consider a device “user error” (or “use error”) to mean a device-
related error or mistake made by the person using the device.  The error 
could be the sole cause of an MDR reportable event, or merely a 
contributing factor.

• However…
– If you determine that an event is solely the result of user error with no 

other performance issue, and there has been no device related death or 
serious injury, you are not required to submit an MDR report, but you 
should retain the supporting information in your complaint files. 



21 CFR 803.3 - Serious Injury

• Serious injury: an injury or illness that:

– (1) Is life-threatening,
– (2) Results in permanent impairment of a body function or permanent 

damage to a body structure, or
– (3) Necessitates medical or surgical intervention to preclude permanent 

impairment of a body function or permanent damage to a body structure. 
Permanent means irreversible impairment or damage to a body structure 
or function, excluding trivial impairment or damage.



Scenario 2 recap

• Milly’s pain does not sound (at least as reported in this scenario) as if it has 
become debilitating; and   

• There has been no revision performed yet. 
– So no serious injury at this point in time. 

• Furthermore, if there were a serious injury, there is a strong likelihood it is 
due completely to Dr. Goodbody’s surgical technique (i.e. use of super glue 
during implant) and is not device related.  
– So the manufacturer could be justified for not reporting under 21 CFR 

803.20(c)(2) 



Scenario 3

• Milly has her replacement procedure and Dr. Goodbody sends the 
pacemaker to HAP.  

• An investigation reveals that the manufacturer of Milly’s pacemaker is not 
HAP, but a competitor, Zip’s Medical Devices. 

• What should HAP’s complaint handling group do now? 

– (A) Send the adverse event information to FDA with a cover letter stating 
HAP did not manufacture the device

– (B) Nothing, the product isn’t manufactured by HAP and their job is done

– (C) Send the pacemaker to Zip’s so they may investigate the complaint

– (D) A and C



21 CFR 803.22 – When am I not required to report?

• 21 CFR 803.22(b)(2) requires manufacturers to report to FDA, but not submit 
a report…

• You are a manufacturer or importer and you did not manufacture or import 
the device about which you have adverse event information. When you 
receive reportable event information in error, you must forward this 
information to us with a cover letter explaining that you did not manufacture 
or import the device in question.



21 CFR 803.50 and Investigations

FDA requires manufacturers to submit 
information reasonably known to them

Which includes information obtained from 
analysis, testing, or other evaluation of the 
device. 

Manufacturers are responsible for 
conducting an investigation for each 
event and evaluating the cause of the 
event.  

Manufacturers should try to get the device 
returned to investigate 

Work this into sales contracts and train 
salespeople on requesting devices. 

If investigations are incomplete, 
manufacturers must provide a statement 
explaining why.

Also, explain the steps taken to obtain the 
information.



21 CFR 803.56: Supplemental Reports

• Manufacturers are required to submit supplemental reports when they obtain 
information which was not known or available when they submitted an initial 
report.

– The supplemental report should contain only the new, changed, or 
corrected information

– The report should indicate it is a supplemental or follow-up report.  



Trending & Malfunctions

• 21 CFR 820.100 – Trending (CAPA Procedures)
– Each manufacturer shall establish and maintain procedures for … 

analyzing processes … complaints, returned product, and other sources 
of quality data to identify existing and potential causes of nonconforming 
product

• 21 CFR 803.50 requires manufacturers to report if a device: 
– Has malfunctioned and this device or a similar device that you market 

would be likely to cause or contribute to a death or serious injury, if the 
malfunction were to recur

• 21 CFR 803.3 defines malfunction as:  
– the failure of a device to meet its performance specifications or otherwise 

perform as intended. Performance specifications include all claims made 
in the labeling for the device. 



Takeaways from FDA Warning Letters

• FDA warning letter from December 2021 specifically cites the risk 
calculations used by the manufacturer in their risk calculus: 
– “you should explain how your mortality-based risk calculation is 

appropriate to address all health risks especially as it led to a down-
classification of the risk severity…”

– “…using the number of products shipped (including devices that are not in 
use by patients) could under-estimate the probability of occurrence of 
hazardous situations, even after subtracting products currently 
with distributors.”

• Take-away – justify the risk calculus with facts.  
– If down-classifying a risk, make sure conclusion is well supported and 

corresponds with written procedures.  
– If using the number of products shipped to determine the overall risk show 

that the product does not sit at distribution centers and is therefore a good 
substitute for the product in patients.  



Warning Letters, contd.

• The warning letter also stated: 
– “There is no information included for the complaint files that justifies that 

the malfunction would not be likely to cause or contribute to a death or 
serious injury, if it were to recur. As such, your firm should have 
submitted within the required timeframes, an MDR for each MDR 
reportable event subject of the referenced complaints.”

• Take away – close the loop!
– If no new information is revealed in an investigation, put that conclusion in 

the complaint file.
– Otherwise, FDA will conclude that an MDR should have been submitted!



Copyright Gardner Law 2022. All Rights Reserved.

Questions?



Session Seven:
Anti-fraud & Sunshine Update

A look at trends, changes, and cases

Mark Gardner, JD, MBA
Directing Attorney
mgardner@gardner.law

Speakers:
Mark Gardner, MBA, JD, Directing Attorney, Gardner Law, has 
worked in FDA-regulated industry since 1999. He advises 
companies on a wide variety of topics including health care 
compliance, advertising and promotion review, FDA -regulatory, 
-quality, and -clinical matters, privacy, transparency reporting, 
and enforcement. He has been “seconded” to manufacturers 
such as Bayer Healthcare and Johnson & Johnson. Previously 
he worked in commercial roles, including product management, 
at ev3 (Medtronic), Celleration, and MedTox Laboratories 
(Labcorp). Mark is an Adjunct Professor of Law at Mitchell 
Hamline School of Law where he teaches Drug & Device Law, 
sits on the Health Law Institute Advisory Board, and serves as 
a judge and coach for student competitions.



Amanda Johnston, JD, RAC
Managing Attorney
ajohnston@gardner.law

Speakers:
Amanda Johnston, JD, RAC, Managing Attorney, Gardner Law, 
specializes in counseling medical technology and pharmaceutical 
companies on FDA law, regulatory submissions and strategy, 
healthcare compliance programs, and fraud and abuse laws. 
Amanda has worked on 100+ FDA submissions, including PMAs, 
510(k)s, HDEs, IDEs, NDAs, Pre-Submissions (Q-Subs), 
Breakthrough Designations, De Novos, RFDs, EUAs, change 
control supplements, and annual reports for drugs and devices. 
Prior to practicing at Gardner Law, she was the Compliance Officer 
at Coloplast Corp, in Regulatory Affairs at Medtronic (Star of 
Excellence Award winner), and in Compliance at UnitedHealth 
Group. Amanda is an Adjunct Professor of Law at Mitchell Hamline 
School of Law where she teaches Drug & Device Law.



Agenda

• Trends
• 2022 AdvaMed updates
• Transparency reporting updates 
• Recent cases
• Mallory
• Bonus topic: responding to investigations



Before we start…

Sometimes, people refer to us as the “Doom” 
and “Gloom” twins who reside in a black hole 

So, we’re working to balance the information 
that we share…



Therefore, we will 
start our 

presentation with a 
picture of a 

puppy…

How cute and 
not scary! 



Trends

• FDA/FCA off-label cases declining
• FDA/FCA adulteration cases ramping up
• FCA/AKS is the hot overarching theory

– Bogus: payments, grants, speaker programs, etc. 
• Remember: 

– Violation of AKS = violation of FCA per 42 U.S.C. § 1320a-7b(g)
– FCA is de facto part of AKS prosecutions 

• Cases driven largely by whistleblowers—internal and external
– Example: The Novartis whistleblower stands to recover $109.4M 

according to a July 22, 2020 court filing (18.5% of the settlement and 
forfeiture)

• Physician Payments Sunshine Act (“Sunshine Act”) cases ramping up & now 
part of AKS cases

https://gardner.law/alerts/sunny-skies-turn-dark-as-sunshine-act-enforcement-ramps/


2022 AdvaMed Code Key Updates

• AdvaMed did not go so far as to prohibit alcohol at company events 
(like PhRMA did), but they did make updates to address it more 
explicitly. An FAQ was added stating that companies should consider 
implementing controls or limits around the provision of alcohol at 
company events.

Alcohol

• Added the definition of “virtual” to its glossary and made several 
updates throughout the AdvaMed Code to account for virtual 
settings for trainings, education programs, and company business 
meetings. The same rules apply to virtual interactions, but a virtual 
setting is now specifically called out.

Virtual 
interactions

• Added the definition of “value-based case” to its glossary and has 
incorporated concepts associated with value-based care 
arrangements throughout the Code

Value-based care 
arrangements

https://www.phrma.org/resource-center/Pages/Statement-on-Revisions-to-the-PhRMA-Code-on-Interactions-with-Health-Care-Professionals


Sunshine Act – Changes Coming in 2023

• Changes to become effective for data collection beginning in CY2023 and 
reporting in CY2024

• Key changes:
– Addition of a mandatory payment context field for records attributed to teaching hospitals
– Addition of the option for reporting entities to recertify annually even when no records are being 

reported by the reporting entity
– Disallowing record deletions without a substantiated reason
– Added definition for physician-owned distributorship(s) (or “PODs”) as a subset of applicable 

manufacturers and GPOs as well as an updated definition of ownership interest
– Requirement for reporting entities to update their contact information
– Disallowing publication delays for general payment records
– Clarifying the exception for short-term loans that applies for 90 total days in in a calendar year, 

regardless of whether the 90 days were consecutive
– Removal of the option to submit and attest to general payment records with an “Ownership” 

Nature of Payment category
• Source: https://www.federalregister.gov/documents/2021/11/19/2021-23972/medicare-

program-cy-2022-payment-policies-under-the-physician-fee-schedule-and-other-
changes-to-part

https://www.federalregister.gov/documents/2021/11/19/2021-23972/medicare-program-cy-2022-payment-policies-under-the-physician-fee-schedule-and-other-changes-to-part


State Transparency 
Reporting

Don’t forget about state law 
reporting

Be aware of gift ban laws, 
meal limits, and other 
restrictions/special rules

Jurisdictions with special 
rules abound!: 

•CA, NV, CO, MN, VT, HI, IN, NY, PA, 
LA, WA, UT, WY, ME, MA, AL, NE, 
ND, OH, OK, RI, DC, NJ, ID, OR, IA, 
Federal 20/50 rule, Chicago, 
Miami-Dade County



Recent cases
(Anti-fraud, meaning AKS/FCA/Sunshine)

Medicrea International (French) and U.S. affiliate, Medicrea USA, Inc. agreed to pay $1M to resolve 
AKS/FCA whistleblower allegations and $1M to resolve Sunshine Act violations. Extravagant expenses 
case—trip to EU. 

Medical Designs LLC and Sicage LLC – $4.4M settlement to resolve AKS/FCA/Sunshine Act allegations. 
Involved neurosurgeon w/ Carnaval Brazilian Grill in S.Dak. Medtronic – $9.2M Settlement, largely same 
facts. 

Alliance Family of Companies LLC (Alliance) – EEG testing company ($13.5M) and Ancor Holdings LP 
($1.7M); 5-year CIA; Alliance induced physicians to order EEG testing by providing kickbacks in the form 
of free EEG test-interpretation reports; Ancor learned of the kickbacks during due diligence but did not 
stop conduct

White House Anti-Corruption Memorandum – Biden Administration memo issued in June 2021 directs 
government agencies to develop an anti-corruption strategy in the next 200 days



More FCA cases… 

Merit Medical—$18M FCA settlement/CIA due to free HCP 
ads/marketing/practice development; framed as education

Gilead—$97M FCA settlement due to co-pay/foundation issues—set up 
foundation to pay for own product

Novartis—$275M FCA/AKS settlement/CIA due to foundation issues, bogus 
speaker programs, high-end restaurants, top-shelf alcohol w/ no controls, 
fishing trips, Hooters; major restrictions on spkr prgm—virtual only, 18 mo 
post FDA approval only, max $100k/yr, $10k/speaker



More FCA cases… 

Pacira—$3.5M FCA settlement due to bogus research grants; 
whistleblower was pharmacist; no milestones w/ grants, no 
f/u to ensure work was performed, disinterested, no FMV

Mallinckrodt—$275M FCA settlement due to co-pay 
practices/Medicaid fraud—whistleblower was compliance 
officer; filed for bankruptcy due to fines

DUSA (Sun Pharma)—$20.75M FCA settlement and CIA due 
to off-label/misleading promo of contraindication, part of 
speaker pgrm; sales rep whistleblower



Recent cases
(FDA)

FDA quality cases are a hot development while off-label less common

Alere – $38.75M FCA Settlement, Govt alleged Alere violated FCA by 
knowingly selling defective blood coagulation monitors 

St. Jude – $27M FCA Settlement, Govt alleged St. Jude caused false claims 
by knowingly selling defective heart devices  

Avanos Medical – $22M & DPA, In DPA, Avanos admitted to selling 
inaccurately labeled surgical gowns

Ivie v. AstraZeneca – former Sales Director awarded $2.4M under Oregon 
Whistleblower Protection statute by federal jury (off-label, etc. case)



Recent cases
(privacy)

Privacy (ramping up in US, action in 
EU – Amazon, $888M fine for GDPR 
violations; among many others)

Consider new development with 
prospective cybersecurity/FCA 
prosecutions

https://gardner.law/alerts/compliance/how-will-the-recent-doj-enacted-civil-cyber-fraud-initiative-impact-medical-device-makers/


Mallory – AKS/FCA Case

March 2021: 4th Circuit affirmed a $114 million FCA judgment for illegal kickbacks in 
violation of the AKS for commissions to a non-employee marketing firm which were 
based on the number of procedures sold

OIG Press Release: OIG boldly characterized non-employee commission-based 
compensation arrangements where the actions of the independent contractor amount 
to the “arranging for or recommending” procedures, as kickbacks

1099 engagements may be subject to increased government scrutiny

Companies should consider reviewing its 1099 contracts to ensure that they align with 
the AKS Personal Services and Management Contracts Safe Harbor; ideas on how to do 
that?

What about OIG Advisory Opinion No. 99-33?

https://oig.hhs.gov/documents/advisory-opinions/397/AO-99-03.html


Responding to FDA Enforcement Actions

• Remember TLAST:
– T = Tell the truth (18 USC 1001—prison for up to 5 years)
– L = Listen.
– A = Answer the question.
– S = Stop talking.
– T = Tell the truth (18 USC 1001)

• Appreciate the nature of the inquiry or action 
– e.g., 483, Untitled Letter, Warning Letter, search warrant, subpoena, import/export 

holds, consent decree, seizure, recall.
• Give the situation the attention it deserves: All hands-on deck? Regulatory? Quality?
• Consider whether you are under investigation and by whom (FDA? DOJ? FBI? OIG?)
• Know when to call your lawyer (Regulatory attorney? White collar crime defense?)
• Preserve documents
• Remain calm, resist the urge to be defensive (tone is important)



Responding to FDA Enforcement Actions (continued)

• Consider remediation
– Get the fixes in place, show progress, but don’t overcommit
– You may detect new issues (address them)
– Do not send FDA documents that create new issues
– Actions speak louder than words 

• Is reporting required?
– FDA, SEC, OIG, insurance carrier, acquisition agreement, government 

contracts
• Do you need to conduct an internal investigation?
• Internal communication plan?
• Follow-up with FDA on next steps to address concerns
• Do not sign anything without legal consult



In closing,  
here’s a 
picture of not 
one, but two 
puppies!



Copyright Gardner Law 2022. All Rights Reserved.

Questions?



Panel Discussion:
Q&A with General Counsel from Industry

Sarah Karlgaard, JD
General Counsel

General Counsel of Canon 
Medical Systems Corporation, 
HIT Division, leads the legal, 
compliance and regulatory 
functions at Canon using her 
extensive experience as a 
health care lawyer.

Mike Pisetsky,
JD, MBA
General Counsel

Division General Counsel at ZOLL 
Medical Corporation, is responsible 
for legal issues associated with 
developing, studying, promoting, and 
selling FDA-approved implantable 
medical devices containing 
proprietary technology and covered 
by government and private health 
insurance.

Frank Piskolich, JD
Division General Counsel

Sr. VP Operations & 
Administration and Chief Legal 
Officer, SI-Bone,  oversees 
worldwide legal and compliance 
functions and advises the Board 
of Directors on legal and 
corporate governance matters.


